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	Incident Detector’s Information

	Date/Time of Report
	11/19/2020

	First Name
	Group 2

	Last Name
	Australia

	OPDIV
	IT Department

	Title/Position
	Cybersecurity Incident Response Professional

	Work Email Address
	Group2_Ausi@fvey.com

	Contact Phone Numbers
	Work: 555-123-4567
	[bookmark: _30j0zll]Gov Mobile: 
555-456-7890
	Government Pager: n/a
	Other: n/a

	Reported Incident Information

	Initial Report Filed With (Name, Organization)
	HR Manager / CISO

	Start Date/Time
	11/19/2020

	Incident Location
	FVEY Global Economic Summit

	Incident Point of Contact (if different than above)
	Group 2 – Team Australia

	Priority
	Level 1

	Possible Violation of ISO/IEC 27002:2013

	YES
12.0 – Operations Security
     12.2 – Protection from Malware
     12.5 – Control of Operational Software

	Privacy Information - ISO 27000 (Country Privacy Act Law)
	Was the incident a violation of ISO 27000? Yes
Did the target suffer an adverse effect? Yes
As a result, was the OPDIV the direct or proximate cause of the adverse effect? Direct
Was the violation intentional or willful? Intentional
Was the personally identifiable information used maliciously? Yes
INCLUDE PRIVACY IMPACT BELOW:
Privacy Act 1988 - Applies to all government and private sector entities and defines how personal and sensitive information can be collected, processed and/or transferred to other entities.

	Incident Type
	Reveton Ransomware Attack (bitcoin), Malware Attack, alter or destroy information

	US-CERT Category
	Denial of Service (DoS) – the attacker maliciously intended to interrupt authorized user access to the computer network.
Unauthorized Access – the attacker gained unauthorized access to the computer network to alter/destroy information and is now requesting ransom in the form of bitcoin 
Malicious Code - Ransomware


	CERT Submission Number, where it exists
	CERT Australia – the national computer emergency response team provides advice and support or cyber threats and vulnerabilities to the owners and operators of Australia's critical infrastructure and other systems of national interest.

	Description
	Malware was used to launch a ransomware attack in an attempt to ransom crypto currency (bitcoin) from members of the FVEY nations.

	Additional Support Action Requested
	n/a

	Method Detected
	IDS and User Notification – The US reported that data exfiltration was detected in their intrusion detection system.

	Number of Hosts Affected
	2 – Summit Attendees and HR Benefits Coordinator

	OPDIV / Department Impact
	National Security / Information Security

	Information Sharing
	Entities within Five Eyes (FVEY) Alliance can share incident data.

	System
	Australia’s Global Economic Summit Secure Comms Server

	Status
	Ongoing

	Attacking Computer(s) Information

	IP Address / Range
	Host Name
	Operating System
	Ports Targeted
	System Purpose

	192.168.10.112
	
	HTTP
	1835
	Ransomware – store/transfer ransomware via attack script 

	23.23.99.139
	
	HTTP
	
	Malicious Infrastructure 

	Victim's Computer(s) Information

	IP Address / Range
	Host Name
	Operating System
	Ports Targeted
	System Purpose

	192.68.10.201
	
	HTTP
	80
	HR Department – process Australia’s HR data Secure Network

	84.200.69.80
	
	HTTP
	80
	Secure Network

	Action Plan

	Action Description
	Team Australia will not comply with the bitcoin ransom demand of the attacker. The malware signature will be added to the IDS/IPS. Impacted files will be restored from a good backup. Antivirus software and firewalls will be installed along with scanning and filtering of email servers. Ensure that all systems and software are up to date with applicable patches. Using VirusTotal and AlienVault tools, we reviewed the hash from the indicator report (see below). 
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	Requestor
	CISO

	Assignee
	Group 2 – Team Australia – Cybersecurity Incident Response Professionals

	Time Frame
	11/19/2020

	Status
	Ongoing

	Conclusion / Summary

	Entities Notified
	CISO

	Resolution
	Cryptocurrency not paid. Server recovered from backups and malware isolated and blocked using SNORT.
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Analysis Overview

Analysis Date 3yearsago File Type PEXE - PE32 executable (GU) Intel 80386, for MS Windows, UPX compressed
Related Pulses OTX User-Created Pulses (1) PE Packer UPX 290 [LZMA] -> Markus Oberhumer, Laszlo Molnar & John Reiser
Yara Detections UPX, UPX2S0LZMAMarkusOberhumerLaszloMolnarJohnReiser, upx_3 Size 170 KB (174333 bytes)
MD5 5f2484280d3720eff2effe058b00b2a3 )
SHA1T c52d986eabobSelscladaf328a021181aco5bb0 )
SHA256 ffc08f7bb0e3f2azebefcce094b5ddbac3ccs5ldsbda3bfsdda4778eaced0ssh )
IMPHASH a6fbadcBfBaaaeehdcd0915dcs704ded )
PEHASH 2706c07dfffd6cfofc33de8ICT23ccal0lebbo04s 2]
RichHash 5250708a5¢1d422700d5268b257 ac6af373263693aaba7f35300dd002e2feccs )
External Sources VirusTotal





